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Texas Professional Ethics Commit-
tee Opinion 648 (April 2015) has now 
addressed whether lawyers may com-
municate confidential information 
by email. Lawyers used to send most 
written communications via the U.S. 
Postal Service or by fax. Many now 
use web-based email, such as unen-
crypted Gmail. How can we discharge 
our duties to protect information in the 
current environment? 

As a general rule, lawyers must pro-
tect confidential client information. 
Tex. Disciplinary Rules Prof ’l Conduct 
R. 1.05. reprinted in Tex. Gov’t Code 
Ann., tit. 2, subtit. G, app. A (West 
2005)(Tex. State Bar R. art. X, § 9). We 
must safeguard privileged and unprivi-
leged client information, both of which 
might be transmitted by email. Rule 
1.05(b) provides (except as otherwise 
specified under paragraphs (b) - (f)):

“a lawyer shall not knowingly . . .[r]
eveal confidential information of a cli-
ent or a former  client to (i) a person 
that the client has instructed is not to 
receive the information; or (ii)  a n y -
one else, other than the client, the cli-
ent’s representatives, or the members, 

associates, or employees of the lawyer’s 
law firm.” 

Using email creates a risk that unau-
thorized persons might get confidential 
information. Organizations previously 
considering the problem, such as the 
American Bar Association and other 
states’ legal committees, often raise two 
points: 

• All delivery systems present an 
inherent risk that an unauthorized 
person will gain access to confidential 
information, and 

• Email users have a reasonable 
expectation of privacy under statutes 
that criminalize email interception, 
like the Electronic Communications 
Privacy Act, 18 U.S.C. § 2510 et seq. 
(1986).

Also instructive, Texas Professional 
Ethics Committee Opinion 572 (June 
2006) determined that a lawyer could 
disclose privileged items when he rea-
sonably expected a copy service to 
respect the confidential nature of the 
information. Following analysis of these 
precedents, Opinion 648 announced: 

“In general, considering the present 
state of technology and email usage, 
a lawyer may communicate confiden-
tial information by email. In some cir-

cumstances, however, a lawyer should 
consider whether the confidentiality 
of the information will be protected if 
communicated by email and whether 
it is prudent to use encrypted email or 
another form of communication.”

Of course, lawyers should exercise 
caution when handling communica-
tions of “highly sensitive or confiden-
tial information.” They should also 
consider whether to use encrypted 
email or other forms of communication 
when dealing with situations in which: 

• a client has a shared email 
account, 

• a third party (spouse or co-worker) 
has obtained an account password, 

• a lawyer or client is using a public 
or borrowed computer, 

• a recipient checks email on an 
unprotected cellphone or other device, 
or

• a lawyer is concerned that a law 
enforcement agency may read email 
communications “with or without a 
warrant.”

After the Opinion was released, 
a well-known security technologist 
blogged that attackers could read and 
modify encrypted data over certain 
connections. Schneier on Security, The 
Logjam (and Another) Vulnerability 
against Diffie-Hellman Key Exchange 
(May 21, 2015), https://www.schneier.
com. Computer security breaches are 
often in the news. Last year, for exam-
ple, hackers launched a cyber-attack 
against a major bank, compromising 
account security for an estimated 76 
million households and 7 million small 
businesses. Despite the bank’s annual 
$250 million computer-security bud-

get, overseas hackers accessed sensi-
tive, personal data, including names, 
addresses and emails of account hold-
ers. Russian hackers are said to be read-
ing President Obama’s unclassified 
email. And the NSA reportedly col-
lects Gmail user data.

Ethical lawyers might not know-
ingly reveal confidential informa-
tion. Most would lack “knowledge,” 
as did JPMorgan Chase and the White 
House. Is lack of knowledge—which is 
virtually certain—sufficient? Encryp-
tion software written years ago—with 
known vulnerabilities—though report-
edly patched in the last few weeks, is 
used by many websites and email pro-
viders, and is now in question. Because 
it is not clear that state or federal stat-
utes provide a “reasonable expectation 
of privacy” for anyone, what can we do? 
The Opinion suggests that we: 

• advise and caution clients about 
the dangers inherent in sending or 
accessing emails,

• obtain clients’ informed consent 
to use email, including unencrypted 
email, and 

• maintain ongoing evaluation of 
technology and email practices.

The Opinion’s analysis of the Texas 
Disciplinary Rules of Professional Con-
duct, which does not include fiduciary 
obligations or best practices, notes that 
“there may be changes in the risk of inter-
ception of email communications over 
time that would indicate that certain or 
perhaps all communications should be 
sent by other means.”  HN
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BECOME AN E-MAIL MENTOR  
TO 

 NORTH DALLAS HIGH SCHOOL STUDENTS 
 

MENTOR2.0 Program 

In  partnership with  Big  Brothers  Big  Sisters,  the DBA  has  adopted North Dallas 
High School for the new MENTOR2.0 Program. North Dallas High School is conven-
iently located in Uptown at Cole and McKinney Avenue. 
 
The MENTOR2.0 Program  is primarily an electronic pla�orm mentoring program 
with the 2015-2016 freshman students.  It  is designed for DBA volunteers to help 
students prepare  for college and career  success  through e-mail and  face-to  face 
visits  every  six weeks  at  the  school.  This  highly  successful  program  has  already 
made a huge difference in the lives of many students.  

All current mentors in the E-Mentoring Program are encouraged to sign up NOW 
at www.bbbsmentor2.org and you will be assigned a new student for the fall.  

And, NEW mentors are also needed. Please go to www.bbbsmentor2.org for more 
informa�on on how you can become involved. 

For more informa on: Email Mandy Klem at mklem@bbbstx.org.                          

 

South Dallas Clinic Presents:
Attorneys’ Fees: Setting, 

Proving and Collecting Them
Ethics 1.00 | Thursday, July 30, Noon 

Speaker: Robert Tobey, Johnston + Tobey
UNT Dallas (7400 University Hills Blvd., Building 2, Room #212)

Park in lot in front of 7400 University Hills Blvd

RSVP to kzack@dallasbar.org.

Do You Want to Refresh Your Spanish?
Spanish for Lawyers is the Answer!

10-Week Fall Course | $180 • August 25-October 29, 2015
All courses are a continuation of spring semester.

For more information, contact Yedenia Hinojos at yhinojos@dallasbar.org or (214) 220-7447.

Employment Law is ultimately 

about people, sometimes at their 

best and sometimes at their worst.

Maslanka’s Pocket Guide to Employment Law 

delves into the art of persuasion, 

counseling techniques and 

ethical dilemmas. 

2015 edition now available!

Order Print & e-Book Bundle 

or e-Book only.

Call 800.756.8993

or shop online at texaslawyerbooks.com.


